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Abstract—We propose a novel array antenna-based global
navigation satellite system (GNSS) anti-spoofing technique. In
this paper, we consider a sophisticated spoofing attack scenario
where a target single GNSS receiver equipped with an array
antenna, a single spoofer with its own GNSS receiver, and
multiple GNSS satellites exist. It is assumed that the spoofer
knows the accurate location of a target GNSS receiver. The
target GNSS receiver can estimate the direction of arrival (DoA)
of all pseudo-random noise (PRN) code signals including the
spoofing signals in real-time during the signal acquisition process.
The target GNSS receiver can obtain a direction of the spoofer
by exploiting the spatial characteristics of the spoofing signals
in the estimated DoA information. Then, the target GNSS
receiver performs the minimum mean squared error (MMSE)
beamforming using the estimated authentic and spoofing DoA
information. Through computer simulations, we verify that the
proposed technique can effectively detect the spoofing attack with
a few samples and elaborately mitigate the spoofing signal.

Index Terms—Global navigation satellite system (GNSS), Anti-
spoofing, Spoofing detection, Spoofing mitigation.

I. INTRODUCTION

Recently, the use of global navigation satellite sys-
tem (GNSS) has been rapidly increasing due to the applica-
tions in military and civilian industries. In particular, in some
application where user location information is important such
as autonomous driving, more accurate and reliable position-
ing should be required [1]. However, the GNSS receiver is
vulnerable to intentional interference attacks such as spoofing
that controls the tracking loop of the receiver by imitating
the authentic signal [2]. Specially, it is more challenging for
the GNSS receiver to recognize the spoofing attack since
spoofing signal has the same signal structure and similar power
level as the authentic signal [3]. Hence, GNSS anti-spoofing
techniques have been emerging to effectively detect and mit-
igate spoofing attack. In [4], the authors proposed a signal
power monitoring scheme as a simple single antenna-based
GNSS spoofing detection technique. On the other hand, array
antenna-based anti-spoofing techniques have been attracting
significant attention since these can utilize the spatial charac-
teristics of the received signal by exploiting multiple signal
classification method [5], [6] or two-dimensional maximum
likelihood estimator [7].

In most of previous works, when an abnormal signal is
detected in the same direction from multiple pseudo-random
noise (PRN) code signals through the DoA estimation, the
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Fig. 1. System model where a single spoofer with a single antenna and a
target GNSS receiver with an array antenna exist at a fixed position.
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Fig. 2. GNSS Spoofing attack process in sophisticated spoofing scenario [7].

spoofing signal is mitigated by forming a null in the corre-
sponding direction [5], [8]. However, this process assumes that
the power of the spoofing signal is greater than that of the
authentic signals and enough samples are needed to estimate
the DoA. In a sophisticated GNSS spoofing attack scenario
where the spoofer can penetrate the target GNSS receiver
more exquisitely and stealthily, the conventional anti-spoofing
schemes cannot effectively detect the spoofing signal at the
early-stage in which the power of the spoofing signal is small
and the samples are not sufficiently collected to estimate DoA
of the spoofer.

Therefore, we propose a novel array antenna-based GNSS
anti-spoofing technique that make it possible to estimate DoA
while elaborately detecting spoofing attack in the early stages
of the sophisticated spoofing scenario. Specifically, the target
GNSS receiver estimates the DoA of all PRN signals by using
the simultaneous orthogonal matching pursuit (SOMP) algo-
rithm that enables precise DoA estimation with a few samples.
Then, through the estimated DoA information, we perform a
spoofing detection by exploiting multi-PRN diversity effect
for high detection and low false alarm performance. Finally,
the minimum mean squared error (MMSE) beamforming is
introduced to mitigate spoofing signal. Through computer sim-
ulations, we verify that our proposed anti-spoofing technique
shows a superior spoofing detection performance, and it can
effectively mitigate the spoofing signal.
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Fig. 3. Overall procedure of proposed array antenna-based GNSS anti-
spoofing technique.

II. GNSS SPOOFING SCENARIO AND SYSTEM MODEL
A. System Model

We consider a single spoofer with a single antenna and
a target GNSS receiver with N-element uniform linear ar-
ray (ULA) antenna at a fixed position as shown in Fig. 1.
We assume that the target GNSS receiver has been acquiring
and tracking M PRN authentic signals and the spoofer mimics
L(< M) PRN signals. In this paper, for precisely estimating
signal source directions, we deal with post-despreading PRN
signals at the target GNSS receiver after PRN code corre-
lation and carrier frequency compensation. Therefore, post-
despreading signals y (€ CV) reconstructed from the N,
signal samples can be expressed as

y = ziat +2%a% + n, (D)

where the superscripts ‘A’ and ‘S’ mean for authentic and
spoofing, respectively, x denotes the post-despreading signal,
ie., x4 = /N,EA and z° = a\/N,ES where FE denotes
a received signal power and « € [0.5, 1] denotes despreading
gain. The vector a (€ CV) = [ay,az,- - ,an]T represent a
steering vector where, for the DoA ¢ of a signal source,

—j 3= (v—1)dsin ¢
3

forv (e {1,---,N}) (2

a, =e

where A means a wavelength of GNSS signal and d = /2
denotes antenna spacing. The vector n (€ CV) is an additive
white Gaussian noise vector following CA/(0, 021 ) after the
despreading process. In a sophisticated spoofing scenario, it
is assumed that the spoofer can synchronize a code chip
delay of the authentic signals within 0.5 chip. The value of
« depends on code chip delay difference. Note that since the
target GNSS receiver has been tracking the authentic signals,
the despreading proceeds according to the delay of authentic
signals.

B. Sophisticated GNSS Spoofing scenario

For an effective spoofing attack, a sophisticated spoofing
scenario is assumed in which the spoofer transmits multiple
PRN signals with various power distribution as illustrated in
Fig. 2. In addition, it is assumed that the spoofer knows the

location information of the target receiver and can precisely
synchronize the code chip delay and the Doppler frequency
with the authentic signals by exploiting its own GNSS receiver.
Specifically, from ¢ = 1 to ¢ = 3, the spoofer synchronizes
the time delay to a lower power level than the authentic signal
to prevent the target receiver from recognizing the spoofing
attack. Then, from ¢t = 4, the power of spoofing signal is
gradually increased to steal control of the receiver’s tracking
loop, and finally succeed the spoofing attack through the
relative code chip delay.

Therefore, in this paper, it is assumed that the power of
the spoofing signal compared to the authentic signal is similar
or smaller so that the target GNSS receiver can detect and
respond to the spoofing attack in the early stage of such
sophisticated spoofing attack scenario. The overall procedure
of the proposed array antenna-based anti-spoofing technique
is shown in Fig. 3.

III. MULTI-PRN-BASED GNSS SPOOFING DETECTION

In this section, we design a method to detect a spoofing
attack by estimating the DoAs of the received signal through
compressed sensing methodology. Specifically, we introduce
the SOMP algorithm that can accurately estimate the DoA of
signal source with a few of samples, considering the early
stage of the sophisticated spoofing scenario. In each PRN
signal channel, the number of signals incident to the target
GNSS receiver via line-of-sight link would be up to two in
which only authentic and spoofing signal are considered while
multipath and interference signal are assumed to be negligible.
Therefore, when partitioning the angle of incidence that can
reach the target GNSS receiver into P, (1) can be represented
as follows

y = Ax+n, 3)

where A(€ CV*F) denotes a sensing matrix including
steering vectors for P directions, and each column stands
for a steering vector for the p € {1,2,---, P} direction,
ie, A = [a(¢1)a(¢e) --a(pp)]. In addition, x € CF
denotes a sparse received signal vector with respect to the
incident direction, having up to two non-zero element for (1).
Assuming there are I post-despreading signal samples, the
received signal for each sample is concatenated into columns
of 3), ie., Y;(€ CV*I) = AX + N where X € C"*! and
N € CNV*! are matrices in which the received signal and noise
for each sample are concatenated as columns, respectively.
The SOMP algorithm for estimating the incident signal
source is illustrated in Algorithm 1. Specifically, in the k €
{1,---, K}-th iteration, each column of Y _;), which is
the resultant signal of the previous iteration, is multiplied by
each column of A, the steering vector for all directions. Then,
the direction p; in which the sum of the products calculated
for each sample is maximum can be included in the signal
direction set A ). It is noticed that for the sum of the products
in a specific direction, the presence or absence of a signal
source is determined by setting a threshold 3/, to prevent
false alarms. And, the projection matrix P, € CN*N s
generated by exploiting the steering vectors for the direction
included in the updated A(). Then, the currently estimated
direction components are removed by null-projection of the
current signal Yy, and the residual is updated. Finally, for a
certain PRN channel, an element of the output A( K) of SOMP
represents as the estimated signal source direction index.
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Algorithm 1 SOMP algorithm for GNSS Spoofing Detection
1I: Input: Y € CV*1, A e CV*P
2: Output: A k).
3: Initialization: Y o) = Y, Aoy = 9,k =1
4: for k=1,--- ,K do
5: if max (ZZ.I:I | < ap,ymr—1), > |) > 3Io, then
P

I
6 pi = argmax (Zizl | <ap,ym-1):> |)
7: Update Ay < Ag—1) U {pr} )

H - H

9: Yoy =An —Pr) Y1)
10: end if
11: k=k+1
12: end for

If precise DoA is estimated for all PRN channels, the
number of signals with similar DoA will exist as many as
the number of PRNs counterfeited by the spoofer. Specif-
ically, it is possible to calculate the (%) DoA differ-
ences from the all of PRN signals. Through this informa-
tion, we consider a vector of DoA differences as ® =
[Ad)u Apiz -+ A¢S(M+L_1)(M+L)] where a element of A¢;;
denotes the DoA difference of between i € {1,2--- , M +
L — 1}-th PRN channel and j € {2,--- ,M + L}-th one
for i # j, ie, A¢;; = |¢; — ¢;|. Then, if (g) elements
that have DoA difference less than a certain threshold among
® exist, a spoofing attack can be detected and the spoofing
DoA information should be found. However, in practical
environment, it is not known how many PRN signals the
spoofer mimics and how much difference between the two
DoAs must be to be close to each other. Therefore, we first
set a threshold which is a criteria for determining that the
two DoAs are in the same direction. Considering the angular
resolution of the receiver array antenna, array factor is used for
the threshold 7 to determine whether the DoA of two signals
is similar. When considering ULA with N elements as an
array antenna, the array factor is well-known as Dirichlet sinc
function [9] and we exploit the half-power beam width as a
threshold 7 as

1. 42

77255111 N 4)

In general, the GNSS receiver receives at least 4 PRN
signals to estimate its own location [7]. Inversely, that means
the spoofer should successfully transmit at least 4 spoofing
signals to take full control of the target receiver. Hence, a
threatening spoofing attack can be detected when 6 = (3) or
more elements of DoA difference smaller than 7 are found in
®. In addition, there may be cases where the DoA difference
between certain satellites is similar. This events can cause false
alarms when no spoofing is present. If the spoofer mimics 4
PRN channels, there are three or more DoA ¢; from a specific
PRN channel in that elements smaller than 1. By adding
this conditions, outliers can excluded for superior spoofing
detection and precise spoofing mitigation. Then, the suspected
DoAs are included in the spoofing candidate set S. Finally, the
average DoA of the found spoofing candidate is calculated as
the calibrated spoofing DoA as

A 1
s = Tarl ) 5
¢ |3|Z¢ 5)

sES

where |-| means the cardinality of a matrix. With this approach,
the more PRNs the spoofer mimics to successfully attack the
target GNSS receiver, the more accurately the spoofing DoA
information can be estimated due to the multi-PRN diversity.

IV. MMSE BEAMFORMING-BASED
GNSS SPOOFING MITIGATION

In this section, we propose a spoofing mitigation technique
based on MMSE beamforming exploiting the spoofing and
authentic DoA information estimated in the spoofing detection
procedure. Note that once the spoofing attack is detected, the
target GNSS receiver can know that PRNs were counterfeited
through our proposed spoofing detection process.

For the spoofed signal of (1), the received signal can be
re-expressed as

y =a"a’ +z, (©)

where z(€ CV) = 2%a® + n includes the component of both
spoofing signal and additive noise, so that it can be seen to a
colored noise in the spatial domain. Then, by exploiting the
estimated spoofing DoA information, the matrix K, € CV*¥
for whitening the signal in (6) can be calculated as follows

K. = o2y + P%a(hs)a(hs) ", (7)

where a(¢,) means the steering vector for the estimated
spoofing DoA as defined in (2) and P° means the power of
spoofing signal after despreading approximated by the average
received power of satellite signal.! Then, (6) can be whitened
by exploiting (7). Thereby, the direction of the remaining
authentic signal can be estimated with reduced error. Finally,
using the estimated satellite and spoofing DoA information,
the MMSE beamformer of a specific spoofed PRN can be
designed as follows

wianse(€ CV) = K ta(¢a), (8)

where a(¢4) € CY denotes the authentic steering vector
calculated by exploiting re-estimated DoA information of
satellite. Then, by applying (8) to (1), MMSE beamforming
can be performed. Here, (8) consists of the signal whitening
process and matched filtering in the spatial domain for the
whitened signal. Thus, MMSE beamforming can maximize
signal to interference plus noise ratio (SINR) by attenuating
the spoofing signal considered interference to the noise level
and maximizing the signal power in the direction of the
satellite [10].

V. SIMULATION RESULTS

In simulation setup, the target GNSS receiver equipped
with 7-elements ULA antenna would receive GPS L1 C/A
signals from 9 visible satellites and a single spoofer. The DoA
information of each signal source is illustrated in Table I for
[—90°,90°] where the partition of azimuth angle P for DoA
estimation is set to 1° resolution. Here, the spoofer mimics
the satellite PRN signals received on channels 1 to 4 of the
target receiver. We set the sampling frequency to 2 MHz, the
received authentic signal power to -158 dBW, and the received

I'Since there is no assumption in this paper that the power of the spoofing
signal is greater than that of the authentic signal, the exact power of the
spoofing signal cannot be known. However the altitude and transmit power of
satellites are well-known, and the despreading gain can be calculated from the
number of samples used in despreading process, allowing the GNSS receiver
to easily calculate the average received power of satellite signal.
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noise power to -140 dBW. It is also assumed that the spoofer
is perfectly synchronized with the Doppler frequency of the
authentic signal and the code delay difference is 0.5 chips.
Also, the received power of spoofing signal is the same as
that of the authentic signal. The time at which the anti-spoofing
algorithm starts to operate is set to 10 ms after signal reception.
Fig. 4 shows the receiver operating characteristic (ROC)
curves of proposed multi-PRN diversity-based spoofing detec-
tion technique. In this paper, 1,000 Monte-Carlo experiments
were performed, and the spoofing detection and false alarm
probability mean the ratio of the number of spoofing detection
to the total number of simulations when spoofing signal is
present and absent, respectively. The existing power-based
spoofing detection operates by monitoring the power of the
received signal when multiple signals are received in the same
direction. Hence, this method works only when the power
of the spoofing signal is 3 dB or more higher than that of
the authentic signals. On the other hand, even considering
the early stages of a sophisticated spoofing scenario, our
proposed multi-PRN-based spoofing detection technique has
high spoofing detection and low false alarm performance.
Fig. 5 shows the SINR performance for varying the number
of receive antennas. In this paper, the SINR of the PRN signal
for channel 1 is analyzed. Spoofing mitigation techniques
in Fig. 5 refer to a principal component analysis (PCA)-
based spoofing nulling where the steering vector of spoofing
signal is approximated as an eigenvector corresponding to the
maximum eigenvalue of the auto-correlation function, DoA-
based spoofing nulling where a null is formed by exploiting

TABLE I
DOA INFORMATION OF AUTHENTIC AND SPOOFING SIGNAL

PRN number Azimuth angle( °) | PRN number Azimuth angle( °)
PRN2(ch.1) -20 PRN8(ch.2) 54
PRNT4(ch.3) -5 PRN18(ch.4) 60
PRN20(ch.5) -30 PRN22(ch.6) -90
PRN24(ch.7) 40 PRN25(ch.8) 80
PRN26(ch.9) =70 Spoofer 20

estimated spoofing DoA information, and the proposed MMSE
beamforming. The PCA-based technique is the simplest way,
but works only when the power of spoofing signal is greater
than that of authentic signal. DoA-based spoofing nulling can
form a null in the direction of the spoofer, but the noise com-
ponent in the spatial domain would be boosted in all directions
except the direction of spoofing signal. On the other hand, the
MMSE beamforming for spoofing mitigation outperforms the
other spoofing mitigation techniques in terms of the SINR
performance by performing matched filtering on the direction
of the satellite while mitigating the spoofing signal. It is worth
noting that the ultimate goal of satellite signal processing is
about how well the GNSS receiver can receive the authentic
signals. This superiority is rather emphasized as the number
of receive antennas increases since the beam in the direction
of the satellite becomes sharper.

VI. CONCLUSION

In this paper, we proposed an array antenna-based GNSS
anti-spoofing technique in early stages of sophisticated spoof-
ing scenario. We exploited spatial characteristics of spoofing
signals, multi-PRN diversity, and the MMSE beamforming in
order to spoofing detection and mitigation. Through computer
simulations, we verified that the proposed technique can
effectively detect a spoofing attack due to the precise DoA
estimation using SOMP algorithm even with a few samples
and the DoA calibration procedure with multi-PRN diversity.
Therefore, the target GNSS receiver can elaborately mitigate
the spoofing signals while forming a precise beam in the
direction of the satellite.
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